In an age characterized by information technology, this article aims at criticizing, pointing out and discussing some considerations about frauds in the organizational and more specifically the accounting and company information systems environment. First, the subject will be conceptualized and characterized, discussing the different existing forms and techniques for committing fraud. Then, we will treat a crime that is very common nowadays and that has been causing constraints and great damages to the corporate world, namely, the frauds realized in/with computers. Frauds have always occurred within companies, but the development of information technology provided them with such a speed and refinement they did not have before, which is aggravated by the fact that these crimes are difficult to detect.
INTRODUCTION
The world is going through a changing process characterized by the increasing flexibility, approximation and virtualisation of markets, organizations and products, which are largely provoked by Information Technology and globalization. This technology allows for connections all over the globe, turning business, information and decision processes more agile. Nevertheless, technological development and globalization have not only caused benefits for the organizations. Besides, they have also opened fertile ground for the dissemination of a white-collar crime called "fraud", which is being realized in and with computers nowadays.
The influence of these changes has already reached the entrepreneurial environment. The easy use of the computer machines and the potential of programming languages, allied with the high and increasing number of connections spreading out all over the planet, allow for a fast access to information, which can be used in a fraudulent way.
This fact, together with the commodity and safety of the defrauder for not being obliged to be physically present at the place of the crime (less exposure), are definitely the main factors responsible for the fabulous increase of this kind of crime within organizations.
Formerly, any invasion or espionage demanded the participation of the human being at the specific place of the fraud. Nowadays, the rules are different. Computation, electronics and telecommunications have transformed this reality. People and companies all over the world no longer need to send "spies" to perform criminal acts, although various kinds of fraud still depend on the presence of an insider within the company. This article proposes a contribution to the knowledge of the characteristics, circumstances, objectives and patterns of frauds and defrauders. Allied with good internal control, these serve as a means of trying to alert companies and make them prepared to anticipate this kind of crime.
REVISION OF FRAUD CONCEPTS AND CHARACTERISTICS
Considering various interpretations of what constitutes fraud, all of them highlight actions such as threatening, fooling, forging, deceiving, tricking, misleading, whether intentionally or not. According to CAMBRIGDE [1] , fraud is "the crime of obtaining money by deceiving people". For FERREIRA [2] , it is "abuso de praticada de ma-fe". PARENTE apud SOARES [3] considers it "uma quebra proposital das existentes entre a realidade e a sua manual ou automatizada, com o fito de se obterem vantagens direta ou indiretamente ".
To ROMNEY, STEINHART and CUSHING [4] , fraud "is any and all means a person uses to gain an unfair advantage over another person".
Broadly speaking, then, fraud can be conceptualized as any means used by a person or institution aimed at obtaining an unjust advantage over another person or institution whether by act or omission, by means of intentional behavior or perfidiously. That is, fraud is made up by doing as well as by omitting to do something, whether this behavior is intentional, not necessarily aimed at impairing somebody, or perfidious, when the intention is fraudulent or criminal.
Kinds of fraud and Defrauders
The variety of means used by a defrauder depends on the objectives he wants to reach. These can consist of lies, tricks, and omissions of the truth, among others. It also depends on whether an insider or outsider to the entity will commit the fraud. The controls used by companies to protect their possessions are expected to difficult the action of external defrauders. An insider to the organization, however, knows internal policies and procedures, which makes it easier to commit and hide a fraud, whether alone or with the help of other insiders to the entity. When the defrauder receives help from other people, he needs to surmount obstacles to his safety beyond his position, resulting in a higher level of exposure. In accordance with ROMNEY, STEINHART and CUSHING [5] , internal fraud can be divided into two categories: fraud by the employee and fraud in financial statements. In case of fraud by the employee, committed by a person or group of persons for private financial gain, the defrauders can be divided into three groups, conforming LEVI apud SOUZA [6]: a) Pre-planned defrauders -are those who start committing fraud with pre-established goals, developing schemes, like for example obtaining a higher-level job within the entity to commit fraud. b) Intermediary planning defrauders -are those who start their career with honest intentions, but any other motives, such as excessive personal spending provide the impulse to commit fraud. c )Occasional defrauders -are those who never had the conscious intent to commit fraud, although circumstantial problems like bankruptcy of the company, unsettled debt and bad management of financial resources turned the entity or person insolvent. An occasion could also be such a situation where and when the fraud is easy to commit, like non-secure information systems. Fraud in financial statements, whether committed intentionally or perfidiously, results in false statements, which are used for making a company's share price increase or decrease to attend to cash flow needs, hide company problems, deceive investors and creditors, or for fiscal purposes. In this specific case, the defrauders obtain an indirect benefit, whether through the maintenance of their employees or for the purpose of salary increases and promotions. According to this, the report by Peat Marwick Thome, Inc. (KPMTG international fraud survey report. Toronto, 1993) , quoted by NEPOMUCENO [7] , classifies fraud in three categories: fraud by employees, fraud by managers and external fraud.
The Process of a Fraud
Most of the fraud processes involve three stages, as stated by ROMNEY, STEINHART and CUSHING [8] :
a) In the first stage, some value is actually stolen, whether represented by money, inventories, tools, machinery or data. In case of employee fraud, it generally involves some asset while, in case of financial statement fraud, it generally involves over/under valuation of assets. b) In the second stage, in case of inventories, tools or equipments, the stolen assets are converted into money (they are sold or transformed into money in another way). c) In the third stage, the crime is hidden so as to avoid being discovered and arrested. This demands most effort and time, since it can leave tracks that evidence the actual crime. Getting money only takes some seconds, but hiding the act takes more time, ability and challenge. Considering this 3-step model it is easy to figure out that one relevant aspect of computer fraud process is quite related to planning. Therefore, defrauders spend time analyzing and testing the systems, searching for weak controls or special opportunities. Thus, the computer fraud process is more intense regarding planning due to its own nature. But, a computer crime can generate a leak of millions of dollars within just few seconds.
2.3
The Motive for Fraud Occurrence
Defrauders are called "white-collar" criminals, and are differentiated from those criminals who commit violent crimes, as they do not present big threats for the public in general. In accordance with ROMNEY, STEINHART and CUSHING [9] , some of the defrauders' characteristics are: they do neither invest nor save the illegal income, but merely spend it; after they have started, it is difficult for them to stop the fraud; they usually depend on the extra income; the desire for more money makes them take away more and more; over time, they become more confident and careless, which leads to their arrest; most of them do not have a previous criminal record; before they committed the fraud, they were honest and respectable citizens. Many are dissatisfied and unhappy at work, which makes them seek to obtain more from their employer. Others are considered perfect and dedicated employees who work hard and occupy positions of trust.
ROMNEY, STEINHART and CUSHING [10] indicate three motives that make people commit fraud: a) Pressure: Can be financial, when the individual lives beyond his means or is heavily indebted. It can also be related to work, or provoked by resentments, mistreatments, low salaries or the feeling that his talents are not recognized or are being exploited by the company. Besides, it can be provoked by family, emotional instability or even the challenge to defeat the dominant system, which is more common in computer fraud. b) Opportunity: Is that condition or situation that allows the individual to commit and hide a dishonest act. This opportunity can arise from the failure or inexistence of internal controls, incompetent supervisors, an excess of confidence in key employees, a lack of attention to details or through personal relations with clients and/or suppliers that become mutually advantageous. Fraud also reveals a tendency to occur when some crisis appears and the company temporarily neglects its standard internal control procedures. c) Rationalizations: It is the reason that allows the "white-collar" defrauder to excuse himself or justify his illegal behavior. The argumentation is that he is not hurting anybody, since only a company without name or face (impersonal) will be affected, that the embezzlement will get him out of a situation that will not last long, so he is not being dishonest, since he intends to give back the money as soon as possible. Or that the company owes him this for his good service; in this case, he is only taking what is his by right. It is also called the "Robin Hood Syndrome" (acting for a good cause); "I occupy an important position so I stand above the rules", or even, "what I did is not that serious since everybody is doing it and you would understand if you knew how much I needed it". Computer fraud is defined by the American Justice Department as "any illegal act for whose perpetration, investigation or condemnation, the knowledge of computer technology is essential" [12] .
FRAUDS IN COMPUTERS
Computer fraud can go from children's play to industrial espionage. Money embezzlement is the most common form, although fraud can involve services, information or programs, the use, copy, change or destruction of software or unauthorized data, among others. Some studies have been made to determine the computer crime categories and their frequency. One of these studies [13] highlights over 30% due to "service theft", 35% to "money theft" and the third place is due to "information theft" (over 10%).
Considering that, through the use of computers, the defrauders are capable of doing much more harm in much less time without leaving hardly any evidence, it is much more difficult to detect this kind of fraud.
The big difference between the computer fraud of the digital age and other "white-collar" frauds lies in the fact that, in the case of computer fraud, the virtual criminal no longer needs to be physically present at the place of the crime. Digital crime can be practiced in and from the most different places all over the world.
The faster access to remote computers and the increasing number of users have transformed computer fraud into a freely expanding industry. However, technology advancements do not only cause benefits for society as a whole.
Global connections through the global network that, according to NOGUEIRA [14] , "sao mais de 500 milhoes de usudrios e U$ 40 bilhoes em transaroes ", also allow for the dissemination of frauds in record time. ROMNEY, STEINHART and CUSHING [15] present some data as follows:
a) The FBI estimates that only 1% of all computer crimes are detected; b) The National Center for Computer Crime Data concluded that the average loss per computer fraud amounts to US$ 109,000; c) Between 50% and 90% of the companies lose money through computer fraud, in accordance with studies by Ernest and Whinney; NOGUEIRA [18] , in Brazil, the first public contest for experts specialized in informatics was only made in the department in 1993. Some time afterwards, the first Computer Crime Combat Section (SECC) was created; some public safety organs have been creating sectors and police stations specialized in computer fraud, like in the case of the civil police in Brazil (Sao Paulo and Distrito Federal) but, until now, a specific legislation for this new kind of crime is still lacking. Although some law projects have reached the National Congress, they are paralyzed and without any perspective of a fast approval.
Nevertheless, the actual hole provoked by computer fraud is not known, considering that estimations are only based on the reported and detected frauds, and many of them are not, since companies are afraid that negative publicity will cost more than the fraud in itself and, also, since many people do not believe that making an unauthorized copy of a software is a crime. · Morals -most of the computer criminals consider themselves to be relatively honest people who borrow things on a long-term basis and do not see themselves as criminals, taking great care not to damage any individual by their illegal actions.
The challenge of defeating the system -this attitude tends to remove the criminal stigma from illegal computer activities, characterizing computer crime more as a game than as a violation of moral conduct.
Non criminal base-few suspects arrested for computer crime possess a previous criminal record, they are amateurs and primary criminals.
Environment -computer criminals need an opportunity to commit crime. ROMNEY, STEINHART and CUSHING [21] also synthesized the characteristics that make up the computer criminal profile, highlighting computer experience and ability, motivation by the challenge of defeating the system more than by actual gain and the tendency to be younger and consider their actions as a game and not as a crime, which actually confirm the characteristics accentuated by the previous authors.
Computer Fraud Techniques
There exist many kinds of fraud and many ways in which the computer can be used for committing them or being their target. The simplest and most common way is to commit a fraud by changing computer inputs. There is no need for great ability, merely some operational system knowledge. A defrauder can change his own salary, for example, create a fake employee to receive his remuneration or also deviate or make bad use of the outputs realized by means of monitors or printers.
Among the most common listed techniques for committing computer fraud, we can quote: a) Round off figures downwards, when the programmer instructs the computer to round off calculations downwards. The fraction of a cent generated in each calculation is placed in his own account. b) Software piracy, which is its illegal copying. It is estimated that, for each legal copy, between one and five illegal copies are made. c) Breach of data, which is the illegal copying of company data, e. In the last edition of a global competition (August 2001), the evaluators, represented by experts, elected a Brazilian of 26 years old and born in Rio de Janeiro as the biggest hacker in the world. He is the three-time champion in system hacking and accumulates victories in championships promoted by the SANS, one of the five biggest safety institutions in the world. In the last test, he spent 15 minutes to get into a network considered safe, competing with 1500 other specialists.
Nowadays, the champion works in the biggest safety company in Latin America: Modulo. In most cases, the Brazilian hackers use their abilities on national pages. This is proved by the fact that the sites ending in "dot br", occupy the second place in the global hacking ranking. They are only preceded by the "dot com" sites.
3.3

Detaining and Detecting Computer Frauds
Starting from the premise that it is practically impossible to eliminate any kind of fraud definitively, we must attempt to decrease the risk of their occurrence, resorting to preventive measures.
It is clear that no measures can prevent all cases, but people as well as entities can learn from past happenings, decreasing a lot the risk of reoccurrence.
However, according to a research realized by Modulo Security Solutions [23] with 165 businessmen from public and private companies, 31% of them did not even know whether they had been attacked, and 40% had already been the target of hackers going through their documents, and 29% stated that never suffered an attack.
Some measures significantly decrease the possibility of fraud and the resulting losses. Among these: a) Create a climate less inclined towards fraud: presupposing that most frauds are committed by current or previous employees, companies can adopt procedures that stimulate the integrity of the employee, his compromise with the company and reduce the inclination towards fraud commitment. directed by the promotion of its ethical standard, among others, would help the company to maintain a greater control of a vulnerable point. b) Increase the difficulty to commit fraud: deals with decreasing the opportunity of fraud occurrence. This becomes possible through the creation of an internal control system and the follow-up of its execution. Among some kinds of internal control that bring about results, we have: segregation of functions and obligations; holidays with task substitution and turnover; restricted access to computer equipment and data files; protection of phone lines (as a way of protecting against hackers); protection of the system against viruses. c) Improve the fraud detection system: the sooner the fraud is detected, the faster the procedures to detain it can be put in practice. Some steps can be adopted to detect a fraud as soon as it is established. They are: conduct periodical internal and external auditing; maintain a computer safety representative; create an anonymous fraud denouncement line; maintain informatics consultants; monitor system activities; reveal and punish defrauders. d) Reduce losses caused by fraud: since the chances of fraud occurrence do not end, but merely decrease, the company should prepare itself in order to minimize the losses resulting from fraud occurrence through the maintenance of adequate safety, the use of system activity monitoring software, the development of a contingency plan for fraud occurrence and the keeping of updated copies of all files, programs and data in a safe place. Protection spending has increased. In Brazil, it jumped from R$ 68 million in 2000 to R$ 85 million in 2001 [24] . But the losses provoked by attacks are still enormous. In 2001 it was possible to note the rise of losses under R$ 50.000,00, over 90% (in 2000 it was near 60% ).
FRAUD AND ACCOUNTING
Initially, a distinction must be made between accounting fraud and accounting errors. In Brazil, the Federal Accounting Council [25] Consequently, accounting fraud is committed with the intention of impairing somebody, while the accounting error does not have the same objective. Fraud always occurs when a premeditated error is committed against third parties.
In accordance with sA [26] , there exist victims and agents of accounting fraud. These include the company, the shareholder or partner, the company administration, the supplier, the client, the bank, the government, the employee. Consequently, employees can commit accounting fraud against their company; companies against the government or against the market; an employee against the government, among others, exchanging the position of victim and agent. In general, accounting fraud is the result of opportunity and an adequate internal control makes its occurrence more difficult. Besides, knowing the different modalities of fraud that exist is an efficient protecting measure against them.
Enforcing internal controls is a major procedure against frauds. For instance, ROMNEY, STEINBART and CUSHING [27] state some major internal control factors (beginning with failure to enforce internal controls): lack of proper procedures for authorizations; no separation of transaction authority from custody; no independent checks on performance; no separation of accounting duties; lack of clear lines of authority; lack of frequent reviews; inadequate documentation; no background checks.
Moreover, due to the already discussed nature (planning) of computer fraud, it is better to prevent it with strong previous actions and efforts.
The most common accounting frauds occur in: cash movements, through embezzlements that are normally realized by employees; the omission of income and increase of expenses, which are practiced by the entrepreneur for impairing shareholders or tax authorities; the movement of inventories, through their under or overvaluation, in order to cheat on tax authorities as well as lenders; receivables, committed by the employee who receives and puts the cash in his pocket; permanent assets, committed by the company with a view to evading taxes (mainly Income Tax) or deceiving shareholders; liabilities, through the omissions of debts or their fictitious liquidation, and mainly in fictitious liability, which consists in maintaining a debt as "payable" in the liabilities, although the money has already been liquidated; and also equity fraud and fiscal fraud. Various ways exist for the undue use of accounting to commit fraud, but in accordance with sA [28] 
ACCOUNTING AND COMPANY FRAUD IN THE AGE OF INFORMATION TECHNOLOGY
The value of information technology development for corporate accounting systems lies beyond discussion. It increased the speed of data processing and gave agility and opportunity to the provision of information for decision-making, that is, levering company processes.
This sofisticated computarized environment improves business process while offers special opportunities to defrauders. Within this environment the fraud is difficult to detect and allows one to steal more in even less time.
Frauds can occur in any of the main aspects of a system (input, processing and output). For this reason we can find several auditing approachs: around the computer, through computer, with computer etc.
In addition, the main information technology segments (hardware, software, data base and telecommunication) are targeted by defrauders dealing with computers or peripherals destruction, software or data destruction, data records modification, network invasion etc.
According In the age of information technology, company fraud still results mainly from mistakes in the internal controls of organizations. The KPMG-Stokes Kennedy Crowley report, quoted by SOUZA [32] , informs that 52% of the observed fraud cases result from the lack of internal control and of the establishment of a reconciliation procedure. As a result of the technological evolution, the difference is that they occur faster and easier, are easier to hide, and allow the defrauder to realize them outside the corporate environment. Organizations must adapt themselves to these new times, "adaptariio eo ferramental de convivencia como processo de mudanra do neg6cio para atender o equilfbrio dinamico do ambiente externo" [33] .
CONCLUSION
The environment organizations are inserted m IS undeniably characterized by Information Technology and globalization, promoting large-scale development without any of the usual barriers known. There are two aspects to this advancement: 1) provides companies with the benefit of accompanying the entire evolution without deviating from the competitive race and 2) exposes the companies to the misdeeds of this development. Here, an old enemy appears in new clothing: fraud.
Although fraud has always occurred in the organizations, nowadays, it occurs in other forms and ways, at the speed of light. All of the technology available to serve the "good cause" can be used to cheat or steal.
Within the companies, one kind of fraud is the fraud practiced in corporate and accounting systems. Since accounting maintains the control of all of the companies' possessions, it constitutes a great attraction for the defrauders. Whether they are willing to embezzle assets, data or information, the accounting controls will give them access and, through the accounting controls, they will hide their crime.
But, from another point of view, it is accounting, mainly under the form of system and computer auditing, that presents the best help for discovering these frauds practiced against companies' possessions. Accounting and mainly its professionals have to maintain themselves updated on the numerous "tricks" and "coups" that exist and intensify and adapt the internal controls to the new reality that appears.
There are many dangers. The defrauders are becoming bolder and bolder and have ever more modern and fast techniques at their disposal, which makes their crime faster, more overwhelming, safer and less detectable. Only knowledge can combat this kind of damage to organizations: ignorance and carelessness are some of the "enemy's" strongest arms.
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